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Abstract

The Domain Name System (DNS) underpins virtually all
Internet services, making the integrity of DNS resolution crit-
ical to security and availability. We present a comprehensive
study of a novel class of DNS cache poisoning attacks against
BIND 9, the most widely deployed open-source DNS resolver.
Our attack focuses on two key capabilities that set it apart from
most prior work: (1) reliably predicting both critical challenge
parameters — the UDP source port and TXID — whereas most
existing attacks target only one; and (2) performing this pre-
diction entirely from the client side, without attacker-operated
authoritative servers for attacker domains, which to our knowl-
edge is a first. We achieve this by exploiting weaknesses in
BIND’s pseudo-random number generation, enabling highly
reliable prediction even under realistic network conditions. In
addition to the client-side-only techniques, we also develop
server-side techniques which are needed in order to attack the
older 9.18 branch of BIND 9. We evaluate our attacks and
demonstrate practical success rates across multiple BIND 9
release branches and configurations. All vulnerabilities were
responsibly disclosed to the Internet Systems Consortium
(ISC) and the FreeBSD Project, leading to two patches and
CVEs and acknowledgments.

1 Introduction

The Domain Name System (DNS) [35,36] is a foundational
component of the Internet, originally designed to map human-
readable domain names to IP addresses, and later expanded
to store and distribute other types of information in the form
of resource records. Its performance, resilience, and security
directly affect virtually all Internet services. Unfortunately, its
central role also makes it a high-value target for adversaries.
In particular, DNS cache poisoning attacks-where an attacker
injects forged records into a resolver’s cache-can redirect
traffic, enable credential theft, facilitate malware distribution,
and support large-scale censorship.
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DNS Ecosystem. The DNS resolution process involves mul-
tiple roles: stub resolvers running on end hosts, which trans-
late application requests for DNS resolution into queries to
a recursive resolver or a forwarder; forwarders that relay
queries to upstream resolvers; recursive resolvers that per-
form iterative lookups against authoritative name servers,
on behalf of clients and forwarders; and authoritative name
servers (ANS) that serve records for specific zones. Recursive
resolvers are of particular interest to attackers, as poisoning
their caches can affect large user populations.

BIND 9 and its Market Share. BIND 9 is an open source
DNS resolver and authoritative server developed by the Inter-
net Systems Consortium (ISC). While reliable market share
figures for resolvers are scarce — due to their inaccessibility
from outside their administrative networks — a measurement
study provides a useful estimate. In 2011, Gudmundsson [15]
reported that BIND 9 accounts for roughly 42% of resolvers
observed in DNS trace data, and in 2016, Klein [29] reported
that 47% of the SMTP servers of the Alexa Top-1K domain
list use BIND 9 resolvers. As such, BIND 9 is the most widely
deployed DNS resolver over the Internet. BIND 9 is main-
tained in multiple release branches: at the time of writing,
these are the “older stable” 9.18 series, the “current stable”
9.20 series, and the “development” 9.21 series.

DNS Cache Poisoning. In a DNS cache poisoning attack,
an off-path adversary races the genuine ANS’s response with
a spoofed response carrying forged records. These records,
which may include various DNS record types grouped into
RRsets, are cached by resolvers for the duration of their time-
to-live (TTL) values, allowing a successful forgery to persist
for extended duration. Successful poisoning enables traffic
redirection, session hijacking, and disruption of critical ser-
vices. Empirical studies indicate that such attacks remain
practical and impactful: Dai et al. [8, Table 1] catalog re-
cent real-world cache poisoning incidents across major re-
solver platforms, and Klein [30, App. E] demonstrates that



successful poisoning has large-scale consequences for users
and infrastructure.

DNS Security Evolution. Before 2008, most resolvers re-
lied almost exclusively on 16-bit TXIDs for query security,
as it was assumed that an attacker would have low probability
to poison a record in a single attack “round”, forcing the at-
tacker to wait a long time between rounds and thus making a
cache poisoning attack much less feasible. In 2008, Kaminsky
showed that this assumption is wrong [23], by demonstrat-
ing attacks that do not attempt to poison the desired record
directly, but rather—using a new kind of poisoning payload
which included auxiliary records (name server record and/or
glue record)—indirectly poisoned the desired record. In re-
sponse, defenses such as randomization of UDP source ports
have significantly increased the difficulty of such attacks, but
have not eliminated them.

RRset Order Randomization. Many DNS resource-record
types contain multiple semantically equivalent records, and
resolvers frequently return them in randomized order as a sim-
ple and widely deployed form of load balancing. For example,
randomizing the order of A or AAAA records distributes
client connections across multiple servers; randomizing MX
or SRV records shares traffic across mail exchangers and
service endpoints.

This Work. We demonstrate potent DNS cache poison-
ing attacks against BIND 9, using only a small number of
forged packets — even under realistic Internet conditions
and moderate-to-high query loads. Our techniques exploit
weaknesses in BIND 9’s pseudo-random number generator
(PRNGQG), in the record set shuffling, and in the resolver’s be-
havior in multiple use cases and contexts.

Our main contributions.

« Efficient, high-impact attacks: We demonstrate cache
poisoning attacks against BIND 9, a resolver with over
40% market share, that succeed with only a handful of
spoofed packets-even under realistic Internet conditions,
and in the presence of anomaly detection systems.

* New attack vectors and models: We introduce both
server-side and novel client-side poisoning techniques.
The latter includes an “RRset” variant that “lives off
the land” using non-attacker-owned ANSes, and an
“RRset-ANY” variant leveraging attacker-controlled zones
hosted on third-party ANSes — without the need for the
attacker to own any domains. These innovative methods
exploit PRNG state inference from RRset ordering ob-
served in resolver answers, in contrast to observing/infer-
ring UDP source ports and/or TXIDs in resolver queries,

which is the basis of prior post-Kaminsky techniques
described e.g. by Man et al. [32,33].

Broad applicability and robustness: Our techniques re-
main effective in the presence of stateful firewalls, under
high query loads, and when targeting DNS forwarders,
avoiding the need for direct UDP port inference entirely.
Our attack can predict the exact UDP source port and
TXID (up to very few candidates) without side channels,
does not require numerous packets, does not rely on “un-
expected” packets reaching the resolver, and is in full
effect at the time of writing. We further design atomic
and near-atomic query patterns-exploiting ANY queries,
RRset order observation, and QNAME minimization-to
robustify PRNG state extraction with minimal number
of queries, and account for resolver behaviors such as
prefetching and DNS cookies.

Overall, our results show that few-packet, state-recovery-
based cache poisoning against widely deployed resolvers is
still feasible, posing serious risks to Internet users and infras-
tructure. The last time a few-packet attack was applicable
against popular resolver was in 2006 (2 decades ago), before
Klein’s disclosure of such vulnerabilities in BIND 9 [25],
BIND 8 [24], Microsoft DNS Server [26], PowerDNS Re-
cursor [28] and OpenBSD resolver [27], which were subse-
quently fixed in 2007-2008.

A limitation of our research is that we only experimented
with our own (default configuration) BIND 9 servers, and
with a handful of BIND 9 open resolvers. While we demon-
strated excellent results with these platforms, theoretically,
production-grade resolvers may run non-default BIND 9 con-
figuration that may somehow reduce the attack effectiveness.
We elaborate on this gap in § 9.

2 Threat Model

We consider an off-path attacker who cannot intercept
resolver-authoritative traffic but can send spoofed DNS re-
sponses to a target resolver or forwarder. The attacker can also
issue queries directly to the resolver. This setting is realistic:
measurements show that 14.9% of IPv4 prefixes and 30.5%
of ASes still allow spoofed-source traffic [31].

Unlike earlier works that predict a TXID via observing
prior TXID values sent to an attacker ANS, ours includes
client-side attack variants that do not require attacker-operated
ANSes for attacker domains. Our attacks use either attacker
zones on ordinary ANSes or suitably large third-party RRsets
(“Living off the Land” — LotL). The attacker’s goal is to
recover the resolver’s PRNG state from observed queries or
responses and predict both the UDP source port and TXID.
These predictions are computationally trivial (sub-millisecond
on commodity hardware).

We assume the target resolver runs BIND 9 with standard
defaults, including gname minimization and prefetching, and



we also consider the impact of DNS cookies. None of these
protections prevent our attack. As in most of today’s domains
(consistent across variable popularity measures), we assume
the victim domain may not be DNSSEC-protected [19].

Our model also includes resolvers under load up to

10,000 queries per second (QPS) and DNS forwarders. For-
warders never query attacker servers directly, yet our LotL
and zone-based methods still enable poisoning. This broadens
the threat surface considerably.

Table 1 summarizes attacker requirements across BIND
versions and roles.

9.18 9.20/9.21 | 9.20/9.21

resolver | resolver | forwarder
Client side w/zone X v v
Client side (LotL) X v v
Server side (ANS) v v X

Table 1: Attack compatibility with BIND versions.

In summary, our model reflects realistic conditions in which
off-path attackers can poison BIND 9 resolvers and for-
warders quickly, reliably, and with only a handful of spoofed
packets.

3 Breaking the BIND PRNG

In this section we explain how to break the BIND PRNG in
settings relevant to our attack. This is a fundamental step in
our attack: once the internal PRNG state is known, the attacker
can predict future PRNG values, from which the TXID and
source ports of BIND’s outbound queries are derived. The
complete DNS cache poisoning attack is described in § 4.

We present two PRNG breaking variants — using the RRset
order, and using TXIDs.

3.1 Xoshiro128** PRNG in BIND

BIND employs the Xoshiro128** v1.0 PRNG [5] (some-
times written as “Xoshiro128 star star”) to randomize criti-
cal parts in DNS messages: the TXID and UDP source port
fields in outbound queries, and the order of Resource Record
set (RRsets) serialization in responses. Xoshiro128** main-
tains its internal state as a 128-bit vector, typically imple-
mented as four 32-bit integers seed[0], seed[1], seed[2],
and seed[3]. Each invocation of the PRNG updates this state
vector using linear (bitwise) operations, which can be ex-
pressed as multiplication by a known, fixed 128 128 binary
matrix over GF(2). The 32-bit PRNG output is derived from
the updated state (specifically, seed[0]) using a non-linear
star-star transformation involving two 32-bit multiplications
(hence the name) and a left-rotation:

starstar(x) = (9 rotl(5 x;7))

Specifically, TXIDs and UDP source ports are generated using
outputs from the PRNG; TXIDs are the least significant 16
bits of the PRNG output value, while for UDP source ports,
the PRNG output is cast into the configured port range.

3.2 PRNG Breaking Procedure

The security offered by randomization-based defenses hinges
on the unpredictability of the PRNG output. Our attack ex-
ploits vulnerabilities that allow an attacker to predict future
PRNG outputs accurately. Breaking the PRNG consists of
three steps. In the 1% step, the observed DNS queries or re-
sponses (TXIDs or RRset permutations) are used by the at-
tacker to obtain partial or full PRNG outputs. In the 2™ step,
the attacker obtains some internal state bits from the PRNG
outputs, thanks to the mathematical properties of the star-star
transformation operations (rotations and multiplications). In
the 3" step, multiple observations of these internal bits are
used by the attacker to formulate linear equations over the
vector space GF(2)!?® which represents the internal state at
the first sample (call this the initial internal state) — each sam-
ple reveals several bits from the internal state corresponding
to it, and since this state is a linear combination of the initial
state, this provides linear equations on the initial state. The
attacker then solves these equations using Gaussian elimina-
tion to recover the full 128-bit PRNG initial internal state.
The overall flow of this state-recovery process is illustrated in
Fig. 1.

‘We have three attack variants — RRset, RRset-ANY and
RR-QMA. In the RRset-ANY and RRset attacks, the attacker
obtains 32-bit readouts of several consecutive internal PRNG
states by inspecting the order of cached RRsets returned from
an ANY query or from a series of regular queries. In the
RR-QMA attacks, the attacker obtains 9-bit readouts of sev-
eral internal PRNG states by observing TXIDs of outbound
queries that result from a series of attacker queries. These
PRNG states are in “skips” of two (the attacker obtains the
bits from consecutive outbound queries’ TXIDs, but every
outbound query starts with consuming a PRNG value for the
UDP source port).

3.3 Obtaining 32 PRNG Internal State Bits
from RRset Order

BIND randomizes RRset order using a 32-bit PRNG output
and the Fisher-Yates shuffle algorithm [40]. This behavior
is enabled by default (rrset-order random). Our RRset-
based and ANY-based attack variants rely on extracting the
full 32-bit PRNG output used for RRset shuffling. This is
possible because the entire RRset permutation depends deter-
ministically on a single PRNG value.

BIND generates RRset permutations by applying the
Fisher-Yates shuffle, using a sequence of swaps determined



by the PRNG output. Specifically, each swap index is calcu-
lated as the PRNG value modulo a decreasing counter, from
N down to 1, where N is the RRset size. By comparing the
received RRset order to its DNSSEC-sorted order (which is
the internal order BIND uses for storing RRsets), the attacker
recovers the permutation ¢ applied.

The permutation ¢ defines a system of modular con-
gruences for the unknown PRNG output modulo integers
pairwise coprime. The attacker selects a subset of congru-
ences for which the moduli are maximal powers of primes.
Solving this subset using the Chinese Remainder Theorem

uniquely recover the original 32-bit PRNG output.
The procedure is formalized in Alg. 1.

Algorithm 1: Extracting PRNG Output from RRset
Order

1 Receive DNS response with randomized RRset (where

and obtain o;

3 Initialize the vector p =[0;1;:::;N  1];

4 for j=0,...,N-1 do

5 Find & such that p[k] = o(});

6 Setmy ; (kK Jj);

7 Swap elements p[;] and p[k];

8 Solve the modular equations x mod i = m; for all
i 2 fq* j g prime; k 2 N* maximal s.t. ¢ Ng
(using CRT with precomputed constants);

9 return x;

This approach reliably extracts a full 32-bit PRNG out-
put from a single observed RRset permutation. Obtaining
32 bits of the internal PRNG state is achieved by inverting
the star-star transformation (which is a composition of triv-
ially reversible operations) on the PRNG output extracted per
above.

SIDE NOTE: the fact that the same 32-bit integer x is
used as a source of randomness for all Fisher-Yates algo-
rithm iterations is a security vulnerability in and out of it-
self. Since the permutation is determined by the sequence (x
mod N;x mod (N 1);:::;x mod2;x mod 1), and as ex-
quences, thus it follows that for N 4, not all N! permutations
are possible as an algorithm output, i.e. the algorithm only
provides partial shuffle randomness. The problem exacerbates

BIND PRNG has no bearing on this problem.

3.4 Obtaining 9 PRNG Internal State Bits
from TXIDs

The 16-bit TXID is simply the least significant 16 bits from
the 32-bit PRNG output, thus the attacker trivially obtains
a partial PRNG output. We now show how these 16 least
significant bits of the PRNG output reveal 9 bits of the internal
PRNG state. The least significant 16 bits of the PRNG (i.e.,
the TXID) are generated as follows (multiplication is done
mod 2%%):

TXID = starstar(seed[0]) mod 2!
= 9 rotl(5 seed[0];7) mod 2!°

We isolate the intermediate value:

x=rotl(5 seed[0];7) mod 2'¢
> x=9 ! TXID mod 2'®

Next, we extract partial bits of the internal state:

y=x 7=5 seed[0] mod 2°
z=5 ' y mod 2° = seed[0] mod 2°

The modular inverses 9 ' mod2'and5 ! mod 2’ can
be precomputed. This process reveals the 9 least significant
bits of seed[0] from each observed TXID. In general, given
k 8 least significant bits of starstar(w), this approach can
be used to expose the k7 least significant bits of w.

3.5 Recovering the PRNG State using Linear
Algebra

Below we explain how to recover the PRNG state from a
series of 20 observations of internal 9 bits obtained from
TXIDs (180 bits in total). A similar approach is used for
RRsets, using 5 samples of RRset orders (160 bits in total).

The PRNG state evolves linearly, so each successive state
can be expressed as:

x, =A"xg

where A is aknown 128 128 binary matrix over GF(2). Since
TXID and port generation alternate, each observed TXID
corresponds to every second PRNG state.

Observing 20 TXIDs exposes 9 coordinates (bits) from
each of the following vectors:

A%g; A%xg; Atxo; iy AR

This yields 180 equations over 128 unknowns — enough
redundancy to ensure a correct and unique solution using
Gaussian elimination over GF(2). While 20 TXIDs provide
strong redundancy, successful recovery is possible with fewer
equations.
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